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Counterfeit medicine has been a great 
headache for the pharmaceutical in-
dustry. Technological innovation has 
somewhat stemmed the problem, but 
how can we stop them? Reid Graves 
from Merck and his panel tackle the 
problem with serialization. 

Reid: Ron, how does a large diverse company like Johnson 
& Johnson go about ensuring brand protection and integrity 
of their supply chains? What are some of the strategies for 
prescription drugs versus medical devices, and how do you 
measure your success in ensuring brand protection?

Ron Guido: First of all, I would like to provide some 
perspectives on how a manufacturer begins to build a 
comprehensive brand protection program. As we all know 
whenever cultural change is needed it begins with a strong 
organizational commitment, and in this case, to help ensure the 
integrity of the supply chain. That commitment must start from 
the top senior leadership establishing a culture of “zero tolerance” 
for illicit trade. This culture is really built upon a foundation of 
understanding that we are in the healthcare business, so fi rst and 
foremost should be overarching dedication to protect patients 
and consumers. Secondly, the need to preserve the brand image 
and consumer confi dence in the brands, and thirdly to recognize 
that there is business value at risk if brand protection is not 
implemented throughout the global supply chains.     

Supply chains are becoming more and more complex, and 
when considering the very clandestine nature of counterfeit 
production and counterfeit trade suggests a fully comprehensive 
program is necessary. A comprehensive brand protection program 
spans everything from tactical response to incidents, regardless 
of their origin, anywhere through to extensive methods of market 
monitoring and putting preventive measures in place. Such a 
program should have at least fi ve major components that work in 
an integrated fashion across the enterprise, extending from raw 
material suppliers through contractors and all trading partners, 
essentially an end-to-end system of supply chain integrity. 

So the fi rst component must contain ongoing market 
surveillance with rapid response to incidents followed by 

How to counter the counterfeiters – 
Serialization 
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and so forth. The good thing is that the government outreach to 
industry has been outstanding. It is really in this common concern 
we have for public health that brings the public and private sectors 
together, and I highly recommend brand protection professionals 
work closely with their government affairs departments, their 
trade relation groups, commercial organizations to affect a 
strong position against counterfeiters. This can be done either 
individually as a company or probably better served working 
through industry or trade associations because again I think we are 
generally aligned against the bad guys on these topics.  

In such dangerous zones as the presence of fake health 
care products in the supply chain there is no value in seeking 
competitive advantage. All stakeholders must be aligned to the 
appropriate public sector mandates that will help ensure integrity 
of the supply chain for all. This leads onto the fourth component 
of a comprehensive brand protection program is supply chain 
security practices. Essentially the original design of the world 
supply chains for life science products was not created with 
anti-counterfeiting measures in mind. However, due to the move 
towards a global economy and the promotion of free trade and 
international sourcing strategies, we must now re-design those 
supply chains with appropriate processes. This would include 
implementing new policies, the addition of technologies, 
verification methods etc. so that counterfeiters can become 
exposed by such safeguards working effectively. 

The last comprehensive program area would be the product 
protection technologies. These must be integrated into the 
packaging, labeling and the product itself after an assessment of 
that product’s vulnerabilities has been carried out. Based upon 
risk it may be appropriate to add anti-counterfeiting technologies 
to the product, or the primary or secondary package. These 
technologies might include tamper evident packaging, overt/
covert markings, forensics markings, and then unique identifiers 
using for example random serial numbers, 2D bar codes or RFID 
(Radio Frequency Identification) tags. I personally believe that 
the unit of sale serialization must become part of a comprehensive 
anti-counterfeiting program for all manufacturers. 

Reid: So Ron Lawson, what technologies are companies 
implementing to ensure integrity of their supply chains?

Ron Lawson: The primary technology that is being 
implemented is in reference to the track and trace system which 
implies a unique serial number for each of the smallest sellable 

aggressive investigation and enforcement. These tactical, yet 
organized incident management processes are important because 
any one episode of a counterfeit activity can obviously lead to 
a serious patient or consumer health risk. But there is another 
reason to quickly respond to all known incidents and that is to 
allow the broader organization to identify trends and maybe 
even the root cause of the incident. Such analysis can even lead 
to a better understanding of any internal supply chain practices 
currently in place that may actually be enabling illicit trade. For 
instance, does the (contractual) relationship with a supplier or 
authorized distributor include shared accountability for supply 
chain security measures? 

Therefore the analysis of each incident and the aggregation 
of incidents can provide deep insights into how current practices 
could add new safeguards to the supply chain, thereby preventing 
future counterfeits from entering legitimate supply. Secondly, 
it is important for manufacturers to build awareness of the risk 
of counterfeiting and promote consumer protection programs, 
including educating customers and physicians on the risks of 
counterfeits. For example, if a patient is not responding favorably 
to a prescribed medication, typically the caregivers involved 
may simply assume that the illness has become more aggressive 
or perhaps the patient requires a change in therapy. The thought 
of a potential fake drug at a play may rarely be considered as 
a possible cause of a patient’s condition. Therefore education 
programs and a heightened awareness to the presence and 
prevalence of counterfeit activity, especially at the consumer level 
is an important element of a comprehensive brand protection 
program.  Third, and perhaps running parallel to the first two 
elements, is for manufacturers to help influence industry wide 
legislation or regulations against counterfeits. Currently the 
reward to risk ratio is very high and the penalties are not as severe 
as with other crimes, so working together in partnership between 
industry and the public sector is vital to the success of our 
collective brand protection efforts.     

Reid: That will have to change, won’t it?

Ron Guido: Absolutely. I certainly know the main players in 
the industry are going into depth about some of the mandates of 
track and trace systems by using unit serialization or electronic 
category, but legislative actions also include working with the 
authorities and the regulatory bodies to collectively go after the 
unauthorized traders, cargo thieves, rogue Internet pharmacies 



item that is going to be distributed. That includes injectable drugs, 
medical devices that were mentioned and other components are 
determined to fall under the regulation. 

In March this year an agency the Counterfeit Pharmaceutical 
Inter-Agency working group made a report to the Vice President 
in Congress and this was the result of a lengthy study supported 
by Customs, the FDA, US immigration and the Department 
of Justice, and as a result of this study they came out with 6 
recommendations. The fi rst two recommendations deal with the 
number one goal, which was the requirement for notifi cations 
of counterfeit product to the FDA (Food Drug Association). So 
just identifying quickly on a global basis where one counterfeit 
product is identifi ed. The second is a defi nition or a requirement 
of the different defi nitions of what should be covered under this. 
The third recommendation they made was the implementation 
of a track and trace system end-to-end through the supply chain, 
and the last of their recommendations deal with the punishment 
and enforcement of violators. The essence of the report was to 
focus around track and trace technology to implement and then 
changing of the environment, whether it is the upfront reporting 
or after the punishment to implement of the supply chain. 
The technologies being reviewed when you get down into the 
specifi cs on the line can vary a bit but overall it is the individual 
serialization of the product.    

Reid: What standards are emerging for product 
serialization, e-pedigrees, and traceability?

Ron Lawson: As far as the standards emerging for 
serialization, there are a few different things that have been 
used. In general it comes down to having the NDC (National 
Drug Code) number, or the global trade identifi cation numbers 
and the serial number included in that individual product. So 
the individual numbering system and the technology being used 
there to put the serial numbers on either a machine readable like 
the data matrix code format, or in some cases the RFID code. 
Methodology is being considered and there are pros and cons back 
and forth with those that are still being identifi ed.  

Reid: How costly are these technologies and how will mass 
serialization affect packaging line speeds?

Ron Lawson: The impact of this is actually not good news 
for the pharmaceutical industry. It is going to cost to implement 
this technology, with the amount varying on a line-by-line basis, 
whether it is manual packaging or fully automated packaging, and 
the level of integration that their manufacturing systems exist.
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in such dangerous 
zones as the presence 
of fake health care 
products in the supply 
chain there is no value 
in seeking competitive 

advantage
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As far as how it will affect the packaging line speed, nothing 
is going to get faster because we are putting serial numbers on 
everything. At best, it will have a zero impact and whatever line 
speed the current packaging lines are designed to, that is typically 
the line speeds that they are implementing the serialization efforts 
to match. However, little things like a case pack are stopping and 
need to be restarted because a few products dropped out. There 
are more procedural steps that will need to be done and the more 
of that can be automated the more robust the data fl ow is going to 
be. In any case there is always going to be developments getting 
up the line, in operating the line and in dealing with the batch end, 
creating further effi ciencies. This impact is really a major part of 
the implementation.  

Reid: And what complications arise when a global company 
must comply with different legislative mandates in different 
countries, especially in emerging markets like China, 
Turkey, Brazil, and India?

Ron Lawson: As far as the global companies, legislations and 
mandates in areas like China, Turkey, Brazil, India, US, Europe 
are going to be quite a bit different, but we are dealing with 
quite a few multinational companies that have, for example, a 
packaging line that has made specifi c package products for three 
or four of those different markets.

Each market has different requirements and formats, so the 
fl exibility has to be there to be able to do that. When we are 
looking at meeting the US regulations and requirements, one of 
our customers who has 40 lines integrated so far in Europe about 
15 of those 40 lines do export to the US, so they will need to be 
modifi ed to meet with whatever the US requirement is going to be 
as well. If we look at the European format, one company has done 
studies and considered the model of their system as an end-to-end 
verifi cation and not a track and trace process. They are essentially 
serializing the product at the manufacturing point and verifying it 
at the dispensing point, but are not tracking it through the supply 
chain. They are also not including aggregating serial number cases 
and serial number pallets, and not knowing what is in each pallet 
or case as it goes through the supply chain. 

The US model is going to be the other direction to do full 
track and trace. At any point in the supply chain the authenticity 
of that particular type container, whether it is an individual 
item, a case or a pallet, can be verifi ed but there are differences 
with this model. If you look at the model that is being proposed 
in Brazil they are going with something similar to a Tamper 
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bank, by the time their 
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evidenced stamp or label that goes on the product as one of the 
proposed solutions like a tax stamp used in the cigarette industry, 
the alcohol industry and those stamps with serial numbers on 
them will be issued by the government. They will not allow 
those stamps to be sent out of the country, so companies that are 
currently exporting to Brazil will have to adhere to the country’s 
labeling protocol to meet their requirements. Each pharmaceutical 
company is going to have to analyze the markets they sell to, 
where they deliver to those markets from and make sure that 
the equipment and the systems they put in place are going to be 
compatible and again that is the dynamic worldwide changing 
environment. 

Reid: Joe Miles, welcome. Do you think track and trace and 
e-pedigree offers some challenges in the SAP space?

Joe: I have been engaged with life sciences now for probably 
close to 15 years and we have seen this issue really expanding 
in the last 5 years. I think Ron Lawson had some excellent 
viewpoints around what it is doing to the complexities, not only of 
the manufacturing process, but the downstream supply chain and 
the intricacies of the different markets that you are serving. Going 
back to Ron Guido’s earlier views around the key strategies, I 
think serialization and individual unit-level serialization are a 
primary function to reducing the counterfeiting in ensuring not 
only the integrity of the supply chain, but to ensure the adequacy 
of the product and the outcomes to the patients. I think that has 
really been the key drivers, not to mention the potential business 
impact to all the individual companies that are engaged in this. 
We are seeing it increase across the industry in the level of both 
complexity and within the nature of the markets that are changing.  

What started out as we mentioned in California as much more 
of a pedigree focus and a document-based concept, has now 
really evolved into more of a serialized approach where you have 
both the document concept out as well as a querying concept that 
reflect the different standards that are emerging globally. I think 
for the most part what we see is when organizations start to dip 
their toe in the water in this area they are focusing on a specific 
product line. Typically those are high value products that are most 
susceptible to counterfeiting due to the value of those products. 
Organizations cannot underestimate what the complexity that it 
adds to the properties. I think organizations cannot see any impact 
on their line speed, and so there is a lot of analysis that goes into 
the physical distribution and the manufacturing processes around 
that to ensure that is the case. 
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I think by and large we see most organizations that are 
focusing on 2D bar code-type technologies as a cheap, very 
effective technology, but yet for some of the more highly 
regulated or highly valued products there may be use of RFID 
tags in those instances which has an impact on line of sight, or 
which improve that KPI and that process.

SAP is a major provider of mobile technologies to the 
industry. It has the ability to simply take a picture of that serial 
number of that label for example, and submitting that to a server 
anywhere in the world and coming back as authenticated or not 
authenticated. I think it is one of the first of many applications 
that we are going to see as we start to get more into the querying 
standard, and see if improvements can be made to make it much 
easier, more real time, and more global in nature and mobile in 
process. 

Also, what should be considered is the emergence of some 
of the biological products and the large molecule products that 
are out in the marketplace that are very subject to maybe time or 
temperature, and the impact of temperature on efficacy. The cold 
chain scenario is emerging and the ability of organizations to 
ensure the integrity of the product, not only as it moves through 
the supply chain and through the appropriate parties of the supply 
chain, but ensuring it was not exposed, inadvertently, to high 
temperature which could ultimately have impact to patient safety 
and product quality. So I think those issues are not necessarily 
cost driven, but certainly complexity in a variety of areas creates 
some challenges for the global pharmaceutical players.

Reid: John can you give us your insights into what is 
happening in the industry and technology?

John: When we look at things from a technology perspective, 
both on the line and then out into distribution to larger supply 
chains, we are really seeing our customers looking at having 
solutions that allow them to mix different technologies in place, 
in order to provide multiple ways of tracking products. So it may 
be a two-dimensional data matrix bar code at the item level and 
then drop it into a case which is managed by an RFID tag as well 
as a pallet. But then are they also adding in other temperature 
sensitive technologies such as cold chain sensing tags and other 
different technologies which significantly improve both vision 
systems and bar code reading systems, lending you the ability to 
make sure that the data that you are capturing within a package 
and suite or within a manufacturing process can be exposed across 
the enterprise through a very strong enterprise-level serialization 
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repository, and then bringing that out into the large supply chain 
to share that information with other stakeholders. 

We are able to take a more ‘ground up’ approach, being able 
to take granular serialization data and apply context data to that. 
It becomes important to have a system in place that allows you to 
apply additional context data or pieces of information that other 
stakeholders within the supply chain are going to be interested 
in. You can really start to leverage that information across your 
internal and external supply chain. A whole bunch of technology 
emerge and be used at the same time in order to allow the 
manufacturers and the distributors the ability to get a complete 
picture of what is going on within their supply chain across 
multiple areas, benefitting the patients and the companies trying to 
protect their products.

The ability for a patient to be able to understand where a 
product has been during its entire life cycle, or with a distributor 
or a sales representative for a particular customer, understanding 
the product’s origins and development, that it has been at the 
right temperature and managed properly, is ultimately going to 
become expected. And for those people that can’t provide that 
they are going to be left behind because of the general public’s 
expectations. In order to do that obviously you need to start to roll 
out these solutions and continue to replicate it, as Ron Lawson 
mentioned earlier on cost and line speed. I think as we start to 
leverage GS1 standards and other standards that are coming out, 
begin to take advantage of the new technology that is coming 
up from vision and printing and other areas, have a repeatable 
solution that you can plug in, not only inside your internal supply 
chain but with the move toward outsource, it is how we are going 
to manage those third parties in order to secure the supply chain 
because we see some very significant product movement between 
many countries as we approach 2015. 

The technological process is expensive. However, when you 
start to layer in all of the financial corrosion possibilities that 
life sciences companies have in the areas of compliance and 
returns, diversion, potential counterfeiting, and serialization, if 
you look at it from a holistic perspective there is great scope for 
cost containment, delivery of the order to your customers and the 
ability to manage return and expired products in a much more 
granular way and proactively manage that. Of course you are 
going to have some additional costs in some areas, but you will 
have significant savings in other areas and I think that overall we 
will then secure the supply chain and look at the balance of what 
your cost versus reward is, which is very important.

Reid: What are some of your insights in both RFID and your 
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department in medical device marketing areas?

Scott: Nosco offers extensive experience in 2D data 
matrix codes with a variety of security printing options up 
to and including RFID-enabled printed packaging with data 
certifications.  All of these options produced are under cGMP and 
QSR based processes. In the last five years so much has changed. 
There seemed to be a tremendous amount of activity surrounding 
RFID until the California ePedigree legislation was delayed until 
2015. This seemed to bring about much more interest in utilizing 
2D data matrix codes. Not only are they efficient but they are 
relatively inexpensive solutions compared to RFID, for example. 

From our perspective, I think as John mentioned, having 
a holistic approach and not just a single approach, is crucial. 
Having a buffet of different anti-counterfeiting choices to select 
from is very important for our customers. For example, using 
overt, covert or tamper evident options, in combination with 
unique identifiers such as the 2D data matrix bar codes allows 
our customers to customize the final product as they see fit. In 
addition, forensic options like Taggants and color shifting inks 
offer another layer of security. All of these elements can be 
combined into a life-cycle management approach. We recommend 
our customers vary the security options every twelve months or 
so. It is just a precaution to ensure the packaging is constantly 
changing enough so counterfeiters do not gain an advantage and 
infiltrate the supply chain.

Reid: That is an interesting point. Counterfeiters can be 
quite creative and so we need to protect against their ability 
to mimic what we do and somehow circumvent that.

Scott: That is absolutely true. They are very close behind us 
and we need to be looking at many different options. One of the 
things we strongly recommend is to utilize multiple layers of 
protections on their packaging. We have a customer who is using 
serialization, overt and covert features on all of their cartons now, 
making it very difficult for counterfeiters to mimic. It has been a 
very successful approach for them.  

Reid: Bill, can you discuss some of the experiences you have 
had in implementations of serialization, and tell us what 
can we expect in the future from the FDA in terms of future 
regulations?

Bill: I am now involved in my 10th serialization strategy and 
requirement definition project with leading pharmaceutical 8
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and major biologic manufacturers, where I have learned many 
valuable lessons. I am starting to see how things are beginning 
to gel across both the companies that I deal with and other 
pharmaceutical manufacturers, distributors, wholesalers 
with respect to what they are doing to comply with emerging 
regulations. 

We are seeing maturity in terms of drug tracking initiative and 
it has gone beyond simply reacting to spot regulations popping 
up here and there to a broader view of what is needed in terms of 
patient safety and brand protection. Companies are beginning to 
realize that serial numbers alone don’t really stop crime and that 
it is simply one step on the track and trace journey. Serialization 
alone is certainly not a complete solution and some companies 
are adopting very complex models as a consequence of not fully 
understanding the complete problem. Serial numbers need to be 
combined with other information about the product in order to be 
able to be useful for patient safety and brand protection. Brand 
owners are realizing they must rely on the participation of trading 
partners to protect their brand and that they must provide solutions 
that are easy to use for their trading partners. Pharmacies are 
realizing they have a stake in traceability to protect their company 
name from the adverse publicity should they distribute a deadly 
counterfeit drug. Companies are also realizing that complex query 
systems also pose their own risks and challenges. If they are not 
careful they are exposing a lot of valuable trade data that could be 
potentially misused. 

There is a balance between what we encode, how we expose 
that data for purposes of authentication and how we control 
the information about our product. The need for complex serial 
numbers as a potential solution has been diminished, because 
people now realize that the serial number is just part of the 
equation and people will need to use the full equation to be able to 
truly authenticate.

Projects are no longer driven by the technology or IT sides 
of the organization alone, and the trade and business sides of the 
organization are starting to become more involved. An example 
includes issues such as serial number randomization, where 
those in packaging operations point out that the complexity is 
unnecessary because there is a natural randomization that happens 
in packaging. Those in trade operations also point out that the gain 
from randomizing numbers is actually very little when compared 
to the added complexity and data management challenges, 
especially when they realize you don’t know what the starting and 
ending serial numbers in the box is going to be. And it is also the 
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combined relationship of serialized containers to contents that is 
used for authenticating and not the serial number alone. 

I also see people looking at pre-encoded labels as an 
alternative to complex updates to their packaging lines and as they 
realize that serial numbers alone does not thwart counterfeiting. 
They are considering solutions from companies such as Nosco 
and by also pre-encoding serialized labels using their own systems 
before packaging. This is allowing them to preserve their existing 
packaging systems, pre-encoding the traceability information 
and then they are reading that information during the packaging. 
One of the things that have come out of this thinking by those 
who are responsible for maintaining the packaging effectiveness 
is the impact on their OEE (overall equipment effectiveness), 
which challenge the need to perform encoding during packaging 
on the packaging line. This has opened new doors to pre-encode; 
you then simply need to add systems to scan and aggregate the 
information and may avoid slowing the line down with additional 
encoding devices (printers or RFID).   

One of the challenges for pre-encoding will be in the United 
States. While manufacturers include LOT and expiration date in 
human readable form, the FDA guidance does not recommend 
including those values in data carriers, such as barcodes. 
The European model from EFPIA (European Federation of 
Pharmaceutical Industries and Associations) does include that 
information. Since LOT and expiration are often not decided until 
just before packaging, and since it is not strictly required by the 
FDA in a barcode, they are not pre-encoding them and are only 
focusing on the trade item number and a serial number. A small 
change to their business to assign LOT and expiration sooner 
would allow the information to be pre-encoded and combined in 
the data carrier. Their business could then promote patient safety 
since the information could be used at bedside or when dispensed 
to check expired or recalled product.   

When you look at some authentication models, such as 
checking serial number only at dispensing, it is very possible that 
the fake product could be the first one that reaches the pharmacy 
to be scanned and the fake is going to come up as authentic. The 
real item may appear after the fake and would be considered 
counterfeit. Those reimbursing for drugs will be happy but the 
recipient may be harmed. Counterfeiters will be long gone, with 
their money in the bank, by the time their fakes are detected.      

So many companies are looking at these issues and what is 
coming out of the FDA and EU with interest. Several lessons were 
learned from the issues in 2006 when we started to implement 
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tracking solutions for PDMA (Product Development and 
Management Association). Those at the end of the value chain 
were facing many different ways that they would have to use to 
authenticate their products from different manufacturers. They 
then banded together to sue, and in the end won their lawsuit 
which enjoined FDA from enforcing traceability. Along came the 
2007 Food and Drug Amendments Act (FDAAA) and the FDA 
came out with some guidance on how to encode the products, 
which was great, although there were several shortcomings such 
as not recommending that LOT and expiration are included in 
the data carrier. The FDA is now focused on tracking systems, 
and issues relating to inference and aggregation are adding 
unnecessary complexity, despite a very simple model found in 
other industries that could be used. At the same time the EFPIA in 
Europe, a pharmaceutical membership organization, is now billing 
their members hundreds of thousands of Euros to implement 
their solution at the same time the EU Parliament is establishing 
government controls that may supersede the EFPIA model.     

I am still concerned about the issues relating to data integrity 
and trade data privacy and do not feel the regulators are sensitive 
to the concerns in those areas. I am also concerned with how the 
complexities in some tracking models will impact those at the 
end of the supply chain or create costs for manufacturers that will 
impact consumers. One model offers a solution requiring the use 
of electronic product code standards for each party in the supply 
chain to query others who have handled the serialized item. This 
would mean they would have to establish security relationships 
with every organization that could have ever held the item in 
order to be able to query and authenticate a product’s supply 
chain movements. Across all the brands that carry this could be 
thousands of companies. This is especially burdensome for those 
at the end of the supply chain. Those who won their lawsuit 
against the FDA in 2006 and who may do the same this time 
around will benefi t if we don’t deal with their issues.

I am also seeing there is a model that is fl oating around 
that is both highly secure but has very simplifi ed processing 
requirements for manufacturers, distributors and dispensing 
points. It maintains tight control without exposing trade data, 
supports recalls, repackaging or kits, and does not require 
complex security arrangements with every company in the supply 
chain. Another model provides some degree of traceability 
without the need for aggregation or concerns about inference.  
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